
AI	Subtitles	Privacy	Policy
Our	Privacy	Policy	was	updated	on	July	31,	2024.

Please	take	a	moment	to	familiarize	yourself	with	our	privacy	practices	and	let	us	know	if	you
have	any	questions.

About	us
Xiaomi	Technologies	Singapore	Pte.	Ltd.,	Xiaomi	Technology	Netherlands	B.V.,	and	all	affiliated
companies	under	the	Xiaomi	Group,	collectively	referred	to	hereinafter	as	"Xiaomi",	"we",	"our",
or	"us",	take	your	privacy	seriously.	This	Privacy	Policy	is	designed	with	your	needs	in	mind,	and
it	is	important	that	you	have	a	comprehensive	understanding	of	our	personal	information
collection	and	usage	practices,	while	ensuring	that	ultimately,	you	have	control	of	your
personal	information	provided	to	Xiaomi.

About	this	Privacy	Policy
This	Privacy	Policy	explains	how	AI	Subtitles	(hereinafter	referred	as	"services")	collects,	uses,
discloses,	processes,	and	protects	any	personal	information	that	you	provide	us	or	that	we
collect	from	you,	when	you	use	AI	Subtitles.	This	Privacy	Policy	will	receive	priority	application,
while	anything	that	is	not	specifically	covered	shall	be	subject	to	the	terms	of	Xiaomi	Privacy
Policy	(https://privacy.mi.com/all	(https://privacy.mi.com/all)).	Furthermore,	how	AI	Subtitles
collects	and	processes	your	personal	information	may	also	vary	depending	on	the	model,
service	version,	or	region.	You	should	refer	to	this	Privacy	Policy	for	further	details.
Under	this	Privacy	Policy,	"personal	information"	means	information	that	can	be	used	to	directly
or	indirectly	identify	an	individual,	either	from	that	information	alone	or	from	that	information
combined	with	other	information	Xiaomi	has	access	to	about	that	individual,	except	as
otherwise	specifically	provided	by	applicable	laws	in	your	region.	We	will	use	your	personal
information	strictly	in	accordance	with	this	Privacy	Policy.	Where	the	context	requires,	personal
information	shall	also	include	sensitive	personal	data	or	information,	as	may	be	categorized
under	applicable	law.

How	we	can	help	you
Ultimately,	what	we	want	is	the	best	for	all	our	users.	Should	you	have	any	questions	about	our
data	handling	practices	regarding	personal	information	as	summarized	in	this	Privacy	Policy,
please	contact	us	via	https://privacy.mi.com/support	(https://privacy.mi.com/support)	to	tell	us
your	specific	concerns.	We	will	be	happy	to	hear	from	you.	Please	see	"Contact	us"	below.

1.	What	information	we	collect	and	how	we	use	it

1.1	What	information	we	collect

AI	Subtitles	can	recognize	and	translate	in	real	time	the	spoken	words	in	apps	(For	example,
the	audio	in	media	played	in	video	applications	or	the	voice	of	another	party	speaking	in	an
online	meeting	or	telephony	app)	or	microphone	input.	AI	Subtitles	can	also	generate
summaries	of	the	translated	text	through	AI	models.
We	will	collect	personal	information	that	is	necessary	for	us	to	provide	our	services	to	you	or
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respond	to	your	queries/requests.	We	will	only	collect	the	information	that	is	necessary	for
specified,	concrete,	explicit,	and	legitimate	purposes	and	shall	ensure	that	the	information	is
not	further	processed	in	a	manner	that	is	incompatible	with	those	purposes.	You	have	the	right
to	choose	whether	or	not	to	provide	the	information	we	have	requested,	but	in	most	cases,	if
you	do	not	agree	for	us	to	collect	your	personal	information,	we	may	not	be	able	to	provide	you
with	our	services	or	respond	to	your	queries/requests.

1.1.1	Information	you	provide	to	us

•	Account	information
The	AI	​​Subtitles	is	currently	only	available	to	internal	beta	users.	When	you	use	our	services,
you	will	be	required	to	log	in	to	your	Xiaomi	Account	for	verification	purposes.
•	Application	information
When	you	use	our	services,	you	may	provide	us	with	personal	information	included	in	your
audio	inputs,	the	source	language	you	choose	for	translation	and	the	target	language.

1.1.2	Information	you	provide	us	about	others

If	you	provide	an	audio	input,	it	may	contain	the	personal	information	of	third	parties,	eg	your
co-workers,	friends	etc	on	the	other	end	of	the	online	meeting	app	or	conversation	on
telephony	app,	for	which	you	are	using	AI	Subtitles.	Before	you	do	so,	please	make	sure	you
have	the	necessary	permissions	and	consent	from	such	third	parties	before	using	AI	Subtitles.
In	using	AI	Subtitles,	you	warrant	that	you	shall	get	such	permissions	and	consent,	and	agree
that	we	shall	not	be	responsible	for	any	breach	of	any	applicable	laws	or	damage	caused	to
such	third	parties.

1.1.3	Information	that	we	collect	during	your	use	of	services

•	Device	or	SIM-related	information.	For	example,	IMEI/OAID,	system	version	and	type,	ROM
version,	Android	version,	Android	ID,	model	name,	basic	hardware	information.

•	Information	related	to	your	app	usage,	including	the	package	name	of	the	app	that	is
currently	playing	the	audio	input,	unique	identifiers	for	an	app	(e.g.	VAID,	OAID,	AAID,	Instance
ID)	and	basic	app	information,	such	as	app	list,	app	ID	information,	SDK	version,	system	update
settings,	app	settings	(region,	language,	time	zone,	font),	the	time	the	app	enters/exits	the
foreground,	and	app	status	record	(e.g.	downloading,	installing,	updating,	deleting).

•	Information	is	generated	about	you	when	you	use	the	services,	including	the	text	of	the	audio
input,	the	translated	text,	and	the	AI-generated	summary	text.

1.1.5	Non-personally	identifiable	information

We	may	also	collect	other	types	of	information	which	are	not	directly	or	indirectly	linked	to	an
individual	and	which	may	not	be	defined	as	personal	information	according	to	applicable	local
laws.	Such	information	is	called	non-personally	identifiable	information	or	otherwise	as	defined
under	applicable	local	laws.	We	may	collect,	use,	transfer,	and	disclose	non-personally
identifiable	information.

Here	are	some	examples	of	information	that	we	collect	and	how	we	may	use	it	in	a	non-
personally	identifiable	aggregated	format:



•	This	information	may	include	statistical	data	generated	when	you	use	AI	Subtitles	(e.g.	non-
identifiable	device-related	information,	daily	usage,	page	visits,	page	access	duration,	and
session	events);

•	Network	monitoring	data	(e.g.	request	time,	number	of	requests	or	error	requests,	etc.);

•	App	crash	events	(e.g.	the	logs	automatically	generated	after	an	app	crashes).

The	purpose	of	such	collection	is	to	improve	AI	Subtitles.	The	type	and	amount	of	information
collected	depends	on	how	you	use	our	services.
We	aggregate	this	information	to	provide	users	with	more	useful	information	and	understand
which	parts	of	our	services	users	are	most	interested	in.

For	example,	we	may	need	to	know	the	number	of	users	who	are	active	in	a	day,	but	don't
need	to	know	who	is	active	in	that	day,	and	thus	aggregated	data	is	enough	for	statistical
analysis.	We	will	endeavor	to	isolate	your	personal	data	from	non-personally	identifiable
information	collected	for	such	purposes	and	ensure	that	the	two	types	of	data	are	used
separately.	However,	if	we	combine	non-personally	identifiable	information	with	personal
information	(where	permissible	under	applicable	laws),	such	combined	information	will	be
treated	as	personal	information	for	as	long	as	it	remains	combined.

1.2	How	we	use	the	personal	information	that	we	collect

The	purposes	of	collecting	personal	information	is	to	provide	you	with	our	services,	responding
to	your	queries/requests	and	to	ensure	that	we	comply	with	applicable	laws,	regulations	and
other	regulatory	requirements.	This	involves:

•	Providing,	processing,	maintaining,	improving,	and	developing	our	products	and/or	services	to
you,	we	use	your	audio	inputs,	usage	information	to	provide	you	with	the	services.	We	use	the
text	information	recognized	from	your	audio	input	to	translate	and	generate	summaries
through	AI	models.

•	Implementing	and	maintaining	security	safeguards	for	the	purpose	of	preventing	loss	and
fraud,	such	as	identifying	users	and	verifying	user	identity.	We	use	your	information	for	anti-
fraud	purposes	only	when	the	following	two	conditions	are	met:	it	is	necessary,	and	the	data
used	for	evaluation	is	in	accordance	with	the	legitimate	interests	of	Xiaomi	to	protect	users	and
services.

•	Handling	your	questions	or	requests	about	devices	and	services,	such	as	answering	your
inquiries,	responding	to	your	requests,	sending	system	and	app	notifications.

•	Optimizing	the	performance	of	your	device,	such	as	analyzing	the	memory	usage	or	the	CPU
utilization	of	your	apps.

•	Processing	based	on	the	legitimate	interests	of	Xiaomi	(in	applicable	jurisdictions,	for
example	under	GDPR).	Legitimate	interests	include	enabling	us	to	more	effectively	manage	and
operate	our	business	and	provide	our	products	and	services;	protecting	the	security	of	our
businesses,	systems,	products,	services,	and	customers	(including	for	loss	prevention	and	anti-
fraud	purposes);	internal	management;	complying	with	internal	policies	and	processes;	and
other	legitimate	interests	described	in	this	policy.
For	example,	to	ensure	the	security	of	our	services,	and	to	help	us	further	understand	the
performance	of	our	apps,	we	may	record	relevant	information,	such	as	the	frequency	of	your
usage,	crash	log	information,	overall	usage,	performance	data,	and	app	source.	To	prevent



unauthorized	vendors	from	unlocking	devices,	we	may	collect	the	Xiaomi	Account	ID,	serial
number	and	IP	address	of	the	operated	computer	and	the	serial	number	and	device	info	of	your
mobile	device.

•	Other	purposes	with	your	consent.
Here	are	more	detailed	examples	on	how	we	use	your	information	(which	may	include	personal
information):

•	Improving	user	experience	through	data,	hardware,	and	software	analysis.	Some	opt-in
features,	such	as	the	User	Experience	Program,	allow	Xiaomi	to	analyze	data	about	how	users
use	the	AI	​​Subtitles,	so	as	to	improve	user	experience,	such	as	sending	crash	reports.	Xiaomi
shall	also	conduct	hardware	and	software	analysis	to	further	improve	user	experience.

•	Collecting	user	feedback.	The	feedback	you	choose	to	provide	is	valuable	in	helping	Xiaomi
make	improvements	to	our	services.	In	order	to	follow	up	on	the	feedback	you	have	chosen	to
provide,	Xiaomi	may	correspond	with	you	using	the	personal	information	that	you	have
provided	and	keep	records	of	this	correspondence	for	problem	solving	and	service
improvement.

•	Sending	notices.	From	time	to	time,	we	may	use	your	personal	information	to	send	important
notices,	such	as	notices	about	purchases	and	changes	to	our	terms,	conditions,	and	policies.
Such	information	is	critical	to	your	interaction	with	Xiaomi.

2.	How	we	share,	transfer,	and	publicly	disclose	your
personal	information

2.1	Sharing###

We	do	not	sell	any	personal	information	to	third	parties.
We	may	sometimes	share	your	personal	information	with	third	parties	(as	described	below)	in
order	to	provide	or	improve	our	services.	Further	information	about	data	sharing	is	set	out
below.

2.1.1	Sharing	that	you	actively	choose	or	request

With	your	consent	or	at	your	request,	we	will	share	your	personal	information	within	the	scope
of	your	consent/request	with	specific	third	parties	designated	by	you.

2.1.2	Sharing	information	with	our	group

In	order	to	successfully	conduct	business	operations	and	to	provide	you	with	all	the	features	of
our	services,	we	may	share	your	personal	information	from	time	to	time	with	other	Xiaomi
affiliates.

2.1.3	Sharing	with	third-party	service	providers	and	business	partners

To	help	us	provide	you	with	theservices	described	in	this	Privacy	Policy,	we	may,	where
necessary,	share	your	personal	information	with	our	third-party	service	providers	and	business
partners.
This	includes	our	data	centers,	data	storage	facilities,	customer	service	providers,	and	other
business	partners.	These	third	parties	may	process	your	personal	information	on	Xiaomi's
behalf	or	for	one	or	more	of	the	purposes	of	this	Privacy	Policy.	We	are	committed	to	ensuring



that	the	sharing	of	personal	information	necessary	for	providing	services	to	you	is	solely	for
legitimate,	legal,	necessary,	specific,	and	explicit	purposes.	Xiaomi	will	conduct	due	diligence
and	have	contracts	in	place	to	ensure	that	third-party	service	providers	and	business	partners
comply	with	the	applicable	privacy	laws	in	your	jurisdiction.	There	may	be	occasions	that	third-
party	service	providers	and	business	partners	have	their	sub-processors.
AI	Subtitles	make	use	of	Google's	technologies,	such	as	speech	recognition,	translation	and	AI-
generated	summary;	and	information	including	the	audio	inputs	and	selected	languages	would
be	shared	with	Google	in	order	to	make	use	of	such	technologies	for	providing	you	with	the
functions	and	services.

2.1.4	Other

In	accordance	with	legal	requirements,	legal	procedures,	litigation,	and/or	requests	from	public
agencies	and	government	agencies,	Xiaomi	may	need	to	disclose	your	personal	information.
When	required	under	applicable	law,	if	the	disclosure	is	necessary	or	appropriate	for	national
security,	law	enforcement,	or	other	matters	of	public	importance,	we	may	also	disclose
information	about	you.
Subject	to	applicable	laws,	in	order	to	enforce	our	terms	or	protect	our	business,	rights,	assets,
or	products,	or	to	protect	users,	or	if	the	disclosure	is	reasonably	necessary	for	the	following
purposes	(detecting,	preventing,	or	resolving	fraud,	unauthorized	use	of	the	product,	violations
of	our	terms	or	policies,	or	other	harmful	or	illegal	activities),	we	may	also	disclose	information
about	you.	Xiaomi	may	share	or	disclose	your	personal	information	if	it	is	and	only	to	the	extent
it	is	permitted	under	applicable	data	protection	laws.	This	may	include	providing	your	personal
information	to	public	or	government	agencies,	or	communicating	with	third-party	partners
about	the	reliability	of	your	account	to	prevent	fraud,	violations,	and	other	harmful	behaviors.
In	addition,	we	may	share	your	personal	information	with:
•	Our	accountants,	auditors,	lawyers,	or	similar	advisers	when	we	ask	them	to	provide	us	with
professional	advice;
•	Investors	and	other	relevant	third	parties	in	the	event	of	an	actual	or	potential	sale	or	other
corporate	transaction	related	to	an	entity	in	the	Xiaomi	Group;	and
•	Other	third	parties	as	detailed	in	this	Privacy	Policy	or	otherwise	notified	to	you,	including	if
authorized	by	you	to	do	so	in	relation	to	a	specific	disclosure.

2.2	Transfer

Xiaomi	will	not	transfer	your	information	to	any	third	party	except	in	the	following	cases:
•	Where	we	have	obtained	your	explicit	consent;
•	If	Xiaomi	is	involved	in	the	merger,	acquisition,	or	sale	of	all	or	part	of	its	assets	that	may
affect	your	personal	information,	we	will	notify	you	of	any	changes	in	the	ownership,	use,	and
any	choice	you	may	have	regarding	your	personal	information	by	email	and/or	by	posting	a
prominent	notice	on	our	websites	or	by	other	appropriate	means;
•	In	the	circumstances	explained	in	this	Privacy	Policy	or	by	otherwise	notifying	you.

2.3	Public	disclosure

Xiaomi	may	publicly	disclose	your	personal	information	under	the	following	circumstances:
•	Where	we	have	obtained	your	explicit	consent;	and
•	Public	disclosure	based	on	legal	or	reasonable	grounds:	including	laws	and	regulations,	legal
procedures,	litigation,	or	at	the	request	of	the	competent	government	departments.

3.	How	we	store	and	protect	your	personal	information



3.1	Xiaomi's	security	safeguards

We	are	committed	to	keeping	your	personal	information	secure.	In	order	to	prevent
unauthorized	access,	disclosure,	or	other	similar	risks,	we	have	put	in	place	all	legally	required
physical,	electronic,	and	managerial	procedures	to	safeguard	and	secure	the	personal
information	we	collect.	We	will	ensure	that	we	safeguard	your	personal	information	in
accordance	with	applicable	laws.
All	your	personal	information	is	stored	on	secure	servers	and	protected	in	controlled	facilities.
When	applicable,	we	classify	your	information	based	on	importance	and	sensitivity	and	ensure
that	your	personal	information	has	the	required	level	of	security.
We	conduct	due	diligence	on	business	partners	and	third-party	service	providers	to	make	sure
that	they	are	able	to	protect	your	personal	information.	We	also	check	that	appropriate	security
standards	are	maintained	by	these	third	parties	by	putting	in	place	appropriate	contractual
restrictions,	and	where	necessary,	carrying	out	audits	and	assessments.	In	addition,	our
employees	and	those	of	our	business	partners	and	third-party	service	providers	who	access
your	personal	information	are	subject	to	enforceable	contractual	obligations	of	confidentiality.
We	conduct	security	and	privacy	protection	training	courses	and	tests	to	enhance	our
employees'	awareness	of	the	importance	of	protecting	personal	information.	We	will	take	all
practicable	and	legally	required	steps	to	safeguard	your	personal	information.	However,	you
should	be	aware	that	the	use	of	the	Internet	is	not	entirely	secure,	and	for	this	reason,	we
cannot	guarantee	the	security	or	integrity	of	any	personal	information	when	transferred	from
you	or	to	you	via	the	Internet.
We	handle	personal	data	breaches	as	required	by	applicable	data	protection	law	which
includes,	where	required,	notifying	the	breach	to	the	relevant	data	protection	supervisory
authority	and	data	subjects.
Our	information	security	policies	and	procedures	are	designed	with	reference	to	international
standards,	and	regularly	pass	third-party	audits	to	verify	their	effectiveness.	The	Xiaomi
information	system	has	obtained	ISO/IEC	27001:2013	certification	for	information	security
management	systems	(ISMS).	The	Xiaomi	operating	system	has	obtained	ISO/IEC	27018:2019
certification	for	public	cloud	personal	information	protection.

3.2	What	you	can	do

In	using	your	Xiaomi	Account	to	use	our	services	and	not	disclose	your	password	or	account
information	to	anybody	(unless	such	a	person	is	duly	authorized	by	you)	to	avoid	password
leaks	which	may	harm	your	account	security	at	Xiaomi.	Whenever	possible,	do	not	disclose	the
verification	codes	you	receive	to	anyone	(including	those	who	claim	to	be	Xiaomi	customer
service).	Whenever	you	sign	in	as	a	Xiaomi	Account	user	on	Xiaomi	websites,	particularly	on
somebody	else's	computer	or	on	public	Internet	terminals,	you	should	always	sign	out	at	the
end	of	your	session.
Xiaomi	cannot	be	held	responsible	for	lapses	in	security	caused	by	a	third	party	accessing	your
personal	information	as	a	result	of	your	failure	to	keep	your	personal	information	private.
Notwithstanding	the	foregoing,	please	notify	us	immediately	if	there	is	any	unauthorized	use	of
your	account	by	any	other	Internet	user	or	any	other	breach	of	security.	Your	assistance	will
help	us	protect	the	privacy	of	your	personal	information.

3.3	Accessing	other	features	on	your	device

Our	apps	may	access	certain	features	on	your	device	such	as	Call	status,	Wi-Fi	network	status,
reading	and	writing	files.	This	information	is	used	to	allow	the	apps	to	run	on	your	device	and
allow	you	to	interact	with	them.	You	can	turn	off	these	features	at	any	time	on	your	device	or
by	contacting	us	at	https://privacy.mi.com/support	(https://privacy.mi.com/support).

https://privacy.mi.com/support


3.4	Retention	policy

We	retain	personal	information	for	the	period	necessary	for	the	purpose	of	the	information
collection	described	in	this	Privacy	Policy,	or	as	required	by	applicable	laws.	We	will	cease	to
retain	and	delete	or	anonymize	personal	information	once	the	purpose	of	collection	is	fulfilled,
or	after	we	confirm	your	request	for	erasure,	or	after	we	terminate	the	operation	of	the
services.	Where	possible,	we	have	indicated	how	long	we	typically	retain	identified	categories,
types,	or	items	of	personal	data.	When	deciding	on	these	retention	periods,	we	took	into
account	the	following	criteria:

•	The	amount,	nature,	and	sensitivity	of	the	personal	information;

•	The	risk	of	harm	from	unauthorized	use	or	disclosure;

•	The	purposes	for	which	we	process	the	personal	information	and	how	long	we	need	the
particular	data	to	achieve	these	purposes;

•	For	how	long	the	personal	information	is	likely	to	remain	accurate	and	up	to	date;

•	For	how	long	the	personal	information	might	be	relevant	to	possible	future	legal	claims;	and

•	Any	applicable	legal,	accounting,	reporting,	or	regulatory	requirements	that	specify	how	long
certain	records	must	be	kept.
Depending	on	your	jurisdiction,	there	may	be	an	exception	to	this	for	personal	information	that
we	are	processing	for	public	interest,	scientific,	historical	research,	or	statistical	purposes.
Xiaomi	may	continue	to	retain	this	type	of	information	for	longer	than	its	standard	retention
period,	where	necessary	and	permitted	based	on	applicable	laws	or	your	request,	even	if
further	data	processing	is	not	related	to	the	original	purpose	of	collection.

4.	Your	rights
You	have	the	ability	to	control	your	personal	information.
###4.1Your	rights	to	your	personal	information
Depending	on	applicable	laws	and	regulations,	you	may	have	the	right	of	access,	right	to
rectification,	right	to	erasure,	right	to	restrict	processing,	right	to	data	portability,	right	to
object,	right	not	to	be	subject	to	decision	based	solely	on	automated	processing	(and	certain
other	rights)	in	relation	to	personal	information	that	we	hold	about	youand	the	right	to	lodge	a
complaint	with	a	supervisory/regulatory	authority.	These	rights	will	be	subject	to	specific
exclusions	and	exceptions	under	applicable	laws.
You	may	access	and	update	the	details	relating	to	the	personal	information	in	your	Xiaomi
Account	at	https://account.xiaomi.com	(https://account.xiaomi.com)	or	by	signing	in	to	your
account	on	your	device.
For	submitting	your	request	to	exercise	any	of	your	above	rights,	or	query	for	additional
information,	please	contact	us	at	https://privacy.mi.com/support
(https://privacy.mi.com/support).
It	will	help	us	to	process	your	request	most	efficiently	if	it	meets	the	following	conditions:

(1)	The	request	is	submitted	through	Xiaomi's	exclusive	request	channel	detailed	above	and	for
the	protection	of	your	information	security,	your	request	should	be	in	writing,	subject	to
applicable	laws;

(2)	You	provide	sufficient	information	to	enable	Xiaomi	to	verify	your	identity	and	ensure	that
you	are	the	data	subject	or	legally	authorized	to	act	on	the	data	subject's	behalf.
Once	we	obtain	sufficient	information	to	confirm	that	your	request	can	be	processed,	we	shall

https://account.xiaomi.com/
https://privacy.mi.com/support


proceed	to	respond	to	your	request	within	any	timeframe	set	out	under	your	applicable	data
protection	laws.

In	detail:

•	You	have	the	right	of	access,	i.e.	the	right	to	be	provided	with	clear,	transparent	and	easily
understandable	information	about	how	we	use	your	personal	information	and	your	rights.	This
is	why	we	are	providing	you	with	the	information	in	this	Privacy	Policy.

•	Based	on	the	requirements	of	applicable	laws,	a	copy	of	your	personal	information	collected
and	processed	by	us	will	be	provided	to	you	upon	your	request	free	of	charge.	For	any	extra
requests	for	relevant	information,	we	may	charge	a	reasonable	fee	based	on	actual
administrative	costs	according	to	and	if	permitted	by	the	applicable	laws.

•	If	any	information	we	are	holding	on	you	is	incorrect	or	incomplete,	you	have	the	right	to
rectification,	i.e.	the	right	to	have	your	personal	information	corrected	or	completed	based	on
the	purpose	for	the	collection	of	the	personal	data.

•	Based	on	the	requirements	of	applicable	laws,	you	have	the	right	to	erasure,	i.e.	the	right	to
request	the	deletion	or	removal	of	your	personal	information	where	there	is	no	compelling
reason	for	us	to	retain	it	in	accordance	with	this	Privacy	Policy.	We	shall	consider	the	grounds
regarding	your	erasure	request	and	take	reasonable	steps,	including	technical	measures.
Please	note	that	we	may	not	be	able	to	immediately	remove	the	information	from	the	backup
system	due	to	technological	limitations.	If	this	is	the	case,	subject	to	applicable	laws,	we	will
securely	store	your	personal	information	and	isolate	it	from	any	further	processing	until	the
backup	can	be	deleted	or	be	made	anonymous.

•	Based	on	the	requirements	of	applicable	laws,	you	have	the	right	to	object	to	certain	types	of
processing,	including	processing	for	direct	marketing	(including	where	profiling	is	used),	and
under	certain	circumstances	where	the	legal	basis	for	processing	(including	profiling)	is	based
on	our	legitimate	interests.

Particularly	under	the	laws	of	some	jurisdictions:
•	You	have	the	right	to	request	us	to	restrict	the	processing	of	your	personal	information.	We
shall	consider	the	grounds	regarding	your	restriction	request.	If	the	grounds	apply	under
applicable	laws,	eg	the	GDPR,	we	shall	only	process	your	personal	information	under	applicable
circumstances	and	inform	you	before	the	restriction	of	processing	is	lifted.

•	You	have	the	right	not	to	be	subject	to	a	decision	based	solely	on	automated	processing,
including	profiling,	which	produces	legal	effects	concerning	you	or	similarly	significantly	affects
you.

•	You	have	the	right	to	apply	to	receive	your	personal	information	in	a	structured,	commonly
used	format	and	to	transmit	the	information	to	another	data	controller	(data	portability).
We	have	the	right	to	refuse	to	process	requests	or	only	comply	in	part	with	requests	where	an
exemption	applies	or	we	are	otherwise	entitled	to	do	so	under	applicable	laws,	such	as	if	the
request	is	manifestly	unfounded	or	manifestly	excessive	or	it	would	require	the	disclosure	of
information	about	third	parties.	In	some	circumstances,	we	may	charge	a	fee,	where	permitted
under	applicable	laws.	If	we	believe	that	certain	aspects	of	a	request	to	delete	the	information
may	result	in	our	inability	to	legally	use	the	information	for	the	establishment,	exercise,	or
defense	of	legal	claims	or	reasons	permitted	by	applicable	law,	it	may	also	be	rejected.

4.2	Withdrawal	of	consent



You	may	withdraw	your	consent	previously	provided	to	us	for	a	particular	purpose	by
submitting	a	request,	including	collecting,	using,	and/or	disclosing	your	personal	information	in
our	possession	or	control.	Based	on	the	specific	service	you	are	using,	you	can	contact	us	on
https://privacy.mi.com/support	(https://privacy.mi.com/support).	We	will	process	your	request
within	a	reasonable	time	from	when	the	request	was	made,	and	thereafter	not	collect,	use,
and/or	disclose	your	personal	information	as	per	your	request.
Depending	on	the	extent	of	your	withdrawal	of	consent,	please	note	that	you	may	not	be	able
to	continue	to	use	or	receive	the	full	benefit	of	AI	Subtitles.	The	withdrawal	of	your	consent	or
authorization	will	not	affect	the	validity	of	our	processing	carried	out	on	the	basis	of	the
consent	up	until	the	point	of	withdrawal.

5.	How	your	personal	information	is	transferred	globally
Xiaomi	processes	and	backs	up	personal	information	through	a	global	operating	and	control
infrastructure.	Currently,	Xiaomi	has	data	centers	in	China,	India,	the	United	States,	Germany,
Russia,	and	Singapore.	For	the	purposes	described	in	this	Privacy	Policy,	your	information	may
be	transferred	to	these	data	centers	in	accordance	with	applicable	law.
We	may	also	transfer	your	personal	information	to	a	Xiaomi	Group	entity,	third-party	service
providers	or	business	partners	and	your	data	may	therefore	also	be	transmitted	to	other
countries	or	regions.	The	data	protection	laws	in	the	jurisdictions	in	which	these	third-party
service	providers,	business	partners	or	data	centers	are	located	may	or	may	not	protect
personal	information	to	the	same	standards	as	in	your	jurisdiction.	There	are	different	risks
under	different	data	protection	laws.	However,	this	does	not	change	our	commitment	to
comply	with	this	Privacy	Policy	and	to	protect	your	personal	information.

In	particular,

•	The	personal	information	we	collect	and	generate	in	our	operations	in	Russia	is	processed
and	stored	in	data	centers	located	in	Russia,	except	for	cross-border	transmissions	permitted
under	Russian	law.

•	The	personal	information	we	collect	and	generate	in	operations	in	India	is	stored	in	data
centers	located	in	India.

If	we	need	to	transfer	personal	information	outside	of	your	jurisdiction,	whether	to	a	Xiaomi
Group	entity	or	third-party	service	providers	or	business	partners,	we	will	comply	with	related
applicable	laws.	We	ensure	that	all	such	transfers	meet	the	requirements	of	applicable	local
data	protection	laws	by	implementing	uniform	safeguards.	You	can	contact	us	on
https://privacy.mi.com/support	(https://privacy.mi.com/support)	to	learn	more	about	our
security	mechanisms.
If	you	use	our	products	and	services	in	the	area	of	the	European	Economic	Area	(EEA),	Xiaomi
Technology	Netherlands	B.V.	will	act	as	the	data	controller	and	Xiaomi	Technologies	Singapore
Pte.	Ltd.	will	be	responsible	for	the	data	processing.	Contact	details	can	be	found	in	the
"Contact	us"	section.
If	Xiaomi	shares	personal	data	originating	from	you	in	the	EEA	to	a	Xiaomi	Group	entity,	or	a
third	party	service	provider	or	business	partner	outside	the	EEA,	we	will	do	so	on	the	basis	of
EU	standard	contractual	clauses	or	any	other	safeguards	provided	for	in	the	GDPR.	You	can
contact	us	on	https://privacy.mi.com/support	(https://privacy.mi.com/support)	to	learn	more
about	our	security	mechanisms	or	request	a	copy	of	our	standard	contractual	clauses.

6.	Protection	of	minors
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We	consider	it	the	responsibility	of	the	parent	or	guardian	to	supervise	the	child's	use	of	our
products	or	services.	However,	we	do	not	offer	services	directly	to	children	or	use	personal
information	of	children	for	the	purposes	of	marketing.
If	you	are	a	parent	or	guardian	and	you	believe	that	a	minor	has	provided	Xiaomi	with	personal
information,	please	contact	us	via	https://privacy.mi.com/support
(https://privacy.mi.com/support)	to	ensure	that	the	personal	information	is	removed
immediately	and	that	the	minor	is	unsubscribed	from	any	applicable	Xiaomi	services.

7.	Third-party	websites	and	services##
Our	Privacy	Policy	does	not	apply	to	products	or	services	offered	by	a	third	party.	AI	Subtitles
may	incorporate	third	parties'	products	or	services	involving	ASR	recognition,	translation,
summary	generation,	etc.	Some	of	these	will	be	provided	in	the	form	of	links	to	third	parties'
websites,	and	some	will	be	accessed	in	the	form	of	SDKs,	APIs,	etc.	Your	information	may	also
be	collected	when	you	use	these	services.	For	this	reason,	we	strongly	suggest	that	you	take
the	time	to	read	the	third	party's	privacy	policy	just	like	you	read	ours.	We	are	not	responsible
for	and	cannot	control	how	third	parties	use	personal	information	which	they	collect	from	you.
Our	Privacy	Policy	does	not	apply	to	other	sites	linked	from	our	services.
The	following	are	examples	of	what	third-party	terms	and	privacy	policies	may	apply	when	you
use	AI	Subtitles:
When	you	use	the	ASR	recognition,	translation	and	summary	generation,	the	following	privacy
policy	will	apply:

•	Google's	Privacy	Policy:	https://www.google.com/policies/privacy
(https://www.google.com/policies/privacy)	and	https://cloud.google.com/blog/products/ai-
machine-learning/google-cloud-unveils-ai-and-ml-privacy-commitment?hl=en
(https://cloud.google.com/blog/products/ai-machine-learning/google-cloud-unveils-ai-and-ml-
privacy-commitment?hl=en)

When	we	analyze	statistics,	monitor	the	app	crash	rate,	and	provide	cloud	control	capabilities,
we	use	Google	Analytics	for	Firebase	or	Firebase	Analytics	provided	by	Google,	Inc.	You	can
read	more	about	the	Google	Firebase	Privacy	Policy:	https://policies.google.com/privacy
(https://policies.google.com/privacy)	and	https://www.google.com/policies/privacy/partners
(https://www.google.com/policies/privacy/partners).

8.	How	we	update	this	Privacy	Policy
We	review	this	Privacy	Policy	periodically	based	on	changes	in	business,	technology,	applicable
law,	and	best	practices,	and	we	may	update	this	Privacy	Policy.	If	we	make	a	material	change	to
this	Privacy	Policy,	we	will	notify	you	via	your	registered	contact	information	such	as	email
(sent	to	the	email	address	specified	in	your	account),	publish	on	Xiaomi	websites,	or	notify	you
via	mobile	devices	so	that	you	can	learn	about	the	information	we	collect	and	how	we	use	it.
Such	changes	to	the	Privacy	Policy	will	apply	from	the	effective	date	specified	in	the	notice	or
website.	We	encourage	you	to	check	this	page	regularly	for	the	latest	information	on	our
privacy	practices.	Your	continued	use	of	the	services	on	the	website,	mobile,	and/or	any	other
device	will	be	subject	to	the	updated	Privacy	Policy.	Where	required	by	applicable	laws,	we	will
ask	for	your	explicit	consent	when	we	collect	additional	personal	information	from	you	or	when
we	use	or	disclose	your	personal	information	for	new	purposes.

9.	Contact	us
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If	you	have	any	comments	or	questions	about	this	Privacy	Policy	or	any	questions	relating	to
Xiaomi's	collection,	use,	disclosure	or	processing	of	your	personal	information,	contact	us	via
https://privacy.mi.com/support	(https://privacy.mi.com/support)	or	at	the	address	below.	When
we	receive	privacy	or	personal	information	requests,	we	have	a	professional	team	to	solve	your
problems.	If	your	question	itself	involves	a	significant	issue,	we	may	ask	you	for	more
information.
If	you	are	not	satisfied	with	the	response	you	received	from	us	in	relation	to	your	personal
information,	you	can	lodge	a	complaint	to	the	relevant	data	protection	regulatory	authorities	in
your	jurisdiction.	If	you	consult	us,	we	will	provide	information	on	the	relevant	complaint
channels	that	may	be	applicable	based	on	your	actual	situation.
Xiaomi	Technologies	Singapore	Pte.	Ltd.	1	Fusionopolis	Link,	#04-02/03,	Nexus@one-north,
Singapore	138542

For	users	in	India:
Xiaomi	Technology	India	Private	Limited	Building	Orchid,	Block	E,	Embassy	Tech	Village,	Outer
Ring	Road,	Devarabisanahalli,	Bengaluru,	Karnataka	-	560103,	India
Any	discrepancies	and	grievances	with	respect	to	processing	of	sensitive	personal	data	or
information	shall	be	informed	to	the	designated	Grievance	Officer	as	mentioned	below:
Name:	Vishwanath	C
Telephone:	080	6885	6286,	Mon-Sat	9	AM	to	6	PM
Email:	grievance.officer@xiaomi.com

For	users	in	the	European	Economic	Area	(EEA):
Xiaomi	Technology	Netherlands	B.V.	Prinses	Beatrixlaan	582,	The	Hague	2595BM	Netherlands
Thank	you	for	taking	the	time	to	read	our	Privacy	Policy!

https://privacy.mi.com/support

